Security mechanisms will never keep IT systems safe from everything! If
that ever happens, nothing will get done. Security risks must be small
enough to allow  successfulbusinesses to be operated safely.

Today, we live in a world where a large number of p eople called “hackers” are spending a
significant amount of their useful life trying to d organizations harm. They are breaking into IT
systems and databases trying to steal or destroy aything to which they can get access. This may
seem like a curious thing to do, but it is the wayof things. This article will review the elements ©
security of which a manager of an IT system must baware. This guidance is provided in hopes
of helping our customers operate their systems suessfully. Remember, security is based on who
and what one trusts.

Physical Security

One of the first items of security is to make sure&o lock up all server/desktop/laptop/etc.
machines. This may not seem necessary because treeis a password required to log on to the
machine, but remember that with the machine and a éw common tools, the hard disk can be
removed from the machine and placed in another envionment where all the data on the disk can
easily be read, copied, etc. Physical security isnecessary to begin with in order to allow all other
security measures to be successful.

System Security

The operating systems in all of the machines musteborganized to
support the management team'’s desired security goal Users must
be defined with the appropriate amount of authority to accomplish
their assignments, but no more than that. Data musbe assigned
the appropriate amount of access control so that menbers of the
organization can create, read, write, modify and de lete data as
desired by the organization.

Passwords or other access control functions must l#esigned, to match the organization’s goals
and desires, and must be updated as employees comeand go from the organization. These
considerations may include changing names that maybe known to the public (e.g. administrator)
and requirements to use passwords of particular sength.
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Computer Viruses

Computer viruses are programs that run on a machineand can destroy data on the machine the
virus is running on, or on a machine connected to he network and available to the machine the
virus is running on. If an individual at the machine could make something happen, then a virus
can probably do it also. This includes things like

Make the software on the machine not run, act stragely,
run slowly, or do almost anything else.

Send data that is on the machine (public or confidential)
or on the network available to the machine to anyore on
the Internet.

Infect other machines on the local network, or onte
Internet.

These programs are usually hidden within other exegtable files (e.g. programs and macros) that
are allowed to execute on the machine, and the virs is executed because it has hidden itself
within that executable file.

Antivirus software is software that scans files befre they execute or are stored, searching to find
these viruses and to quarantine them to keep the sfem from executing them and getting itself into
trouble. There is antivirus software to run on a grsonal computer and protects only that machine.
This kind of software does not run on or protect aserver. When ever a network with a server is
being used, corporate level antivirus software thatprotects both the servers and the desktops must
be used.

Email Junk/Spam/Virus Filtering

Email has security problems and general time-wastm problems. Junk and Spam are usually time-
wasting problems, except when the quantity of theseanessages can overwhelm the mail server
being used. In this case, an email filtering servte can be
used to reduce this load by more than 90%. This wil
usually handle this kind of denial-of-service attak.

The viruses that can come in via the emails that & received
can be a real security problem because of the probems
mentioned above. Email filtering services also rerove
viruses from the email to help avoid this problem.
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Firewalls

A firewall is a machine (or a program running on a machine) that examines all traffic between

two networks and makes sure that the packets mushsisfy the configured criteria before the

packet is allowed to be sent to the other network. This can keep certain requests from the Internet
from getting to the internal network, the users orthe internal network from using certain functions
on the Internet, and allowing certain requests to e allowed through the firewall with unrestricted
freedom.

These allowed requests are important to allow dese&d functions to be accomplished, but they are
often the basis of “attacks from hackers”. These 6pen ports” must be reviewed often and closed
whenever new functionality allows the capabilitiesto be accomplished in a more secure manner.

Downloading & Running Foreign Programs

In the world of the Internet, many web sites adveise products and allow the user to download a
copy to begin immediate use of the product. Runnig these foreign programs on the local
machine may increase productivity and so, dependingon business objectives, it may not be
prudent to completely forbid it. However, these piograms can be invited into the corporate
system by users that do not know the danger. The anager of the IT system must decide if the
organization is going to allow this risky behavior. Care needs to be taken.

Information Communicated on the Internet

The Internet is a world-wide capability that has afected almost every portion of our life. This
capability has provided a significant increase in worker productivity. Today, when any
information is desired, the first thing most peoplethink about is to look it up on the Internet.
Browsers and web pages have become the basis of masinformation on the Internet.

It is important to remember that this web page techology along with its counterpart in email are
all based on network packets that are communicatedon an Ethernet network using the TCP/IP
protocol. A characteristic of these packets is thathe information contained therein is “plain text”,
which means that if you can see a packet you can se the data being sent. A characteristic of the
Ethernet network is that every packet is availabldo every machine on the network segment that
the packet travels over. This means that almost bpackets can be seen and almost all data can
be understood. This means that something more thathe Internet is required to make the data
secure.
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Data Encryption for Privacy

A methodology used to make the data unrecognizableto other machines on the Internet is
called encryption. This is a procedure that is degendent on a private piece of information
(called a key) that is known only to the sender andreceiver. The data is encrypted by the
sender using the private key and is decrypted by tle receiver using the public key. While
the data is in the packets on the Internet, the entyption makes the data private and
unrecognizable to others.

Public Key Infrastructure

The public key infrastructure (PKI), displayed inhe picture below, is an encryption
protocol used on the Internet by Secure Sockets Lay/Transport Layer Level Security
(SSL/TLS). Each machine using this encryption cajality has two keys that are related as

follows:

0 One key is public and one
key is private.

0 There is no known method
knowing the public key to
compute the private key.
o All messages are encrypted
using the public key and
decrypted using the private
key.
0 The private key is known only by one machine.

Following the picture we do the following:

0 One: send the public key (unencrypted) to anyone who iggoing to use this
protocol.

o0 Two: Use the public key to encrypt the data that is tobe sent.

0 Three:Send the data (encrypted) to the machine with theprivate key. The data is
now unrecognizable to any other machine on the Intenet.

o Four:Use the private to decrypt the data.
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Web Browsers

A web browser is a program that allows a user to view web pages from sites on the Internet.
Remember, browsers send and receive “plain text” pakets in normal browsing mode. Web sites
are therefore potentially a very dangerous source @ viruses.

There is constant development activity to make brogers safer, and yet to allow the web content
to be available and do as little harm as possible. It may be that one day, web browsing will
become completely safe, but that objective is stilin the future. Even with that being true, there
has been great progress toward safety.

Web browsers do have security as specified in PKIwhich allows e-commerce to be accomplished
on the Internet. Most browsers have indicators tashow when they are in secure sites and when
they are not. This security status describes theommmunications, and does not examine the overall
security of the site being used. Users must stilelect their site with care.

Backup/Recovery Data Communications

Backup/recovery services across the Internet are ne available and very useful. These services
use secure communications (PKI) so that no loss ioitegrity is possible. One thing that needs to
be remembered is that the data should be encryptedefore transmission with a key that never
leaves the customer’s site. This keeps the backugite from ever having data that they can look at.
With these things in place, the user should feel sée about security.

Other Applications Used

The IT security concerns must include other speciapplications used by the organization. These
applications have been invited onto the organization’s IT system. If the application does not go to
the Internet there are less security concerns, evéhough harm can be done on the local LAN. If
the application uses the Internet for some of itsexvices, then impact on the Firewall's security mus
be taken into account.
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Connected Platforms Can Provide Your Organization’s Needs

Connected Platforms provides consulting services aut security in all areas that need to be
covered. We look forward to providing your organiz ation any desired services.

Contact Connected Platforms today to find out how y ou can improve
the return on investment on your IT investments and gain more time
for your core business.

sales@connectedplatforms.com 360.213.2730 www .connectedplatforms.com
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