Connected Platforms Provides an Email Filtering
Firewall to Protect Companies Email Services
From Atacks, Spam, Junk and Virus Laden
Emails.

Today, communication capabilities have become “misgon critical” to most organizations.
Allowing the outside world to disable a company’s email system places the whole organization’s
operations in jeopardy. The problems that most orgnizations want to avoid are attacks (e.qg.
denial of service), junk and spam emails that wasteemployee time and cost an organization
money, as well as virus laden emails that get throgh to internal machines to infect, cause data
loss, and require extra maintenance to clean and/or rebuild the machines.

Success Requires Continual Vigilance by a Third Par ty

The Internet is a developing and evolving facilitywith
hopes that it will eventually reach its destiny. h the
Internet world, “hackers” are testing the resolve @
systems, organizations, and processes requiring thie
constant vigil. There is significant work going onto stop
the efforts of the “hackers” and things are constarly
changing. This requires the Filtering Firewalls tde
updated with the latest technology continually. No
organization should attempt to internalize this tetinology,
because of the effort that they are taking on theirown
shoulders. This is a service that is best providedy a
third party service provider.

Practically Eliminating Filtered Elements

Even though we guarantee that filtering is taking pace 99.999% of the time, the definition of

what should be filtered is changing all the time. Some people have asked “why can’t we create
one filtering algorithm to stop all viruses”? Thecommon response is often “why can’t a doctor
give me a pill that keeps me from ever getting sickagain”? The continually changing environment
in which we live makes this activity one that requies continual vigilance.
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How does this Filtering Work?

Email which is normally directed to your mail serve
directly is instead redirected to your Connected
Platforms Filtering Firewall. All incoming message are
analyzed through a series of filters to check for
everything being removed. Messages that are filteed
are then quarantined. All messages that pass throgh
the filters are forwarded onto your mail server.
Although this may seem like a long process, it adds
only a few extra seconds to email delivery times.

In the event that your mail server is down or unreahable, your email will be safely queued on
your Connected Platforms Filtering Firewall until gur mail server is back online. This added
benefit helps to ensure that your email isrt lost during a maintenance period, reconfiguration, or
a crisis (e.g. power failures).

What about False Positives?

False Positives are messages identified by the fiting algorithms as a message to be quarantined
and yet the user wants the message to get through.The greater the sensitivity of the filters, the
greater the number of legitimate email messages thieare trapped. While it is impossible to make
this selection with 100% accuracy, it is possible b get very close to what the user desires. Work
is continually going on to make this selection betr.

Messages identified as needing to be
quarantined are placed in a holding queue
on the Connected Platforms Filtering
Firewall and are kept there for up to 45
days. An email is sent to the user telling
them of the presence of messages needing
attention. Using a standard browser, the
user may log into the Firewall and view
these emails.

What Filtering Algorithms are Used?

Most best-in-class filtering that is known is useth the filtering process. That is why we feel that
we can guarantee 100% of viruses are detected and sopped. Some messages that have been
processed successfully can ask the user to do soniehg that can harm the organizations systems,
so care must always be used when communicating witlpeople you do not know.

If you already have anti-virus protection on your enail server, you may continue to use your
software as an additional line of defense.

Email Filtering Firewall v.1 Connec ted Platforms, Inc. 2008 Page | 2



Outgoing Email Filtering: Prevent Your Company from Being Blacklisted

In addition to protecting your organization by filt ering incoming emails, the
Connected Platforms Email Filtering Firewall also mvides outgoing email
filtering, which protects your organization from inadvertently sending harmful
email to others. It also can provide compliance with organizational policies,
and prevents your organization from being placed on others’

emalil server blacklists , which could keep your emails from being received
by them. (It is not uncommon to be blacklisted fron AOL and Yahoo, effectively
preventing you from sending email to anyone with anAOL or Yahoo email
address.) To avoid this, all your outgoing mail shaild be sent through the
Connected Platforms Email Filtering Firewall.

Service Level Agreement Guarantied Uptime

The Connected Platforms Email Filtering Firewall lsaguarantied 99.999% uptime for Email
Filtering (i.e. filtering is being performed), and 100% detect and stop all viruses. This guarantee
is documented in a service level agreement with assciated penalties for failure to comply.

Email Filtering Firewall has Proven Results

Partnered with Postini, the Connected Platforms Eefing Firewall has trapped billions  of attacks,
junk, spam, and virus laden emails for customers talate. It has successfully been deployed for
both small and large business customers.

Contact Connected Platforms today to find out how y ou can improve
the return on investment on your IT investments and gain more time
for your core business.

sales@connectedplatforms.com 360.213.2730 www .connectedplatforms.com
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